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Revision History 

Version Editor Description 

1.0 of 2021-10-04 Bsm Specification created 

2.0 of 2026-04-04 Bsm Version updated: 

• “v1.1” to “v2.0” 
 
New fields added: 

• CPU_ID 

• WHOLE_DATA_ENCIPHERED 

• HEX_DESC 

• HEX_DATA_SIGN 

• HEX_LIST 
 

Fields removed: 

• HEX_DATA_CRC32 
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Introduction 
 

The HDF file describes content of the firmware of ECU used for flashing process. This information is sufficient 

for the whole reflash of control unit.  

 

General Definitions 
 

The syntax is described using the extended BNF notation (Backus-Naur-Format). 

Symbol Meaning 

= A name on the left of the = is defined using the syntax on the right (syntax 
rule). 

; The semicolon terminates a definition. 

| The vertical bar indicates an alternative. 

{ … } The definitions within braces repeated (zero or multiple occurrences). 

( … ) Parentheses define grouped elements. 

' … ' Text in hyphens has to appear as defined. 

 

The following general elements are used in this documentation: 

unsigned_integer: An unsigned integer (4 bytes at least) represented as decimal number. 

string: An arbitrary string consisting of any printable characters except double hyphens (that is ‘"’) and 

backward slashes (that is ‘\’).  

Non-printable characters (character with ASCII code below 0x20), double hyphens and backward slashes 

are encoded as ‘\<to digit hexadecimal ascii code>’. For example, original string “string_with_\_symbol” 

will be represented as “string_with_\22_symbol”. 

Strings used in HDF files may be of an arbitrary length. 

identifier: Identifiers have to start with an alpha character or an underscore and may further consist of 

alpha-numeric characters and underscores. That is identifier = (alpha_char | '_') {alpha_num_char | '_'} 

Identifiers used in HDF files may have a length of up to 256 characters. 

base64_data: An arbitrary binary data represented is Base64 encoding. 

For example, original data “test” will be represented as “dGVzdA==”. 

Base64 data used in HDF files may be of an arbitrary length. 
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Structure of the HDF File 
 

The HDF file format has the following overall structure: 

HDF_File = { Record_Id ‘”’ Record_Value ‘”’ } ; 

Record_Id = identifier ; 

Record_Value = string | unsigned_integer | base64_data ; 

 

In other word the HDF file is a finite set of records where each record has standard structure (pair of the 

key and corresponding value). Meaning of each record is defined based of its identifier (listed it the table 

below). 

Record_Id Value_Type Description 

ID string 
(mandatory) 

Defines format identification. Predefined 
format prefix is ‘AKM HEX CONTAINER’ with 
optional version information. 
 
Note: 

• for version 1.0 of this document the 
effective version value was “v1.1” 

• for version 2.0 of this document the 
effective version value is “v2.0” 

CPU_ID string 
(optional) 

CPU Identification string the HDX / HDF 
container is bonded to. 

WHOLE_DATA_ENCIPHERED “1” 
(optional) 

When present means that all ROM segments 
were enciphered along with the program. 
Mainly used for M20.21 projects. 

 

HEX_LIST string 
(optional) 

List of additional PROGRAM fragment 
identifiers (second and subsequent) 
separated by semicolon (‘;’). 
That is: 
 Program_List_Value = { identifier } ; 
For example: 
 A370_BS2 – list of fragments containing the 
second program fragment 
 A370_BS2;A370_AEC - list of fragments 
consisting of the second and third program 
fragments 

Below records are repeated for each PROGRAM fragment listed in HEX_LIST record. 
PROG_ID is the subsequent program identifier from HEX_LIST. 
 
Note: HEX_LIST is presented only in case there are more than one program fragment. 



HDF File Format  5 

 

HEX_DESC<_PROG_ID> string 
(optional) 

User-friendly description of the program 
fragment. By default, file name of the original 
HEX-file is used. 

START_ADDRESS<_PROG_ID> unsigned_integer 
(mandatory) 

Defines start (first) address of program data. 

END_ADDRESS<_PROG_ID> unsigned_integer 
(mandatory) 

Defines end (last) address of program data. 
This means that 
 data_size = end_address - start_address + 1 
which is used in RequestDownload UDS 
services. 

FILE_TIME<_PROG_ID> string 
(mandatory) 

Describes file time of the original .HEX file this 
HDF was produced from. 
Format is: 
HH:mm:mm YYYY-mm-dd 

HEX_EPK<_PROG_ID> string 
(mandatory) 

Defines identification of the ECU program. 
This identification can be obtained from the 
ECU via ReadEcuIdentification UDS service 
(IdentificationParameterId=SSECUSN 
(EcuSoftwareVersionNumber)). 

HEX_DATA_CRC32  
(removed in version 2.0) 

unsigned_integer 
(optional) 

CRC32 of the enciphered HEX_DATA. Is used 
only to check correctness of HEX_DATA 
loading. 

ORIGINAL_DATA_CRC32<_PROG_ID> unsigned_integer 
(mandatory) 

CRC32 of original HEX_DATA. Is used for 
‘expectedChecksum’ value in 
StartRoutineByLocalIdentifier–CompareCRC 
UDS service. 

HEX_DATA<_PROG_ID> base64_data 
(mandatory) 

Binary data for the ECU program. This data is 
always enciphered so 
‘dataFormatIdentifier=Encoded’ in 
RequestDownload UDS service for it. 

HEX_DATA_SIGN<_PROG_ID> base64_data 
(optional) 

Digital SHA-ECC-256 sign of the binary data. 
If present should be: 

• written to ECU by means of WMBA 
service 

• verified by means of RC (id=0x0101) 
service 

 

ROM_LIST string List of ROM segment identifiers separated by 
semicolon (‘;’). 
That is: 
 Rom_List_Value = { identifier } ; 
For example: 
 ROM1 – list of segments containing only one 
segment 
 ROM1;ROM2 - list of segments consisting of 
two segments 

Below records are repeated for each ROM segment. 
ROM_ID is the subsequent segment identifier from ROM_LIST. 
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<ROM_ID>_START_ADDRESS unsigned_integer Defines start (first) address of segment data. 

<ROM_ID>_STOP_ADDRESS unsigned_integer Defines end (last) address of segment data. 
This means that 
 data_size = end_address - start_address + 1 
which is used in RequestDownload UDS 
services. 

<ROM_ID>_DESCRIPTION string Describes name of data file this segment was 
generated from. 

<ROM_ID>_ORIGINAL_DATA_CRC32 string List of CRC32 checksums for the segment 
separated by semicolon (‘;’).  
That is: 
 Segment_Original_Crc32 = { 
unsigned_integer } ; 
For internal use only. 

<ROM_ID>_HEX_DATA base64_data Binary data for the segment. This data is not 
enciphered so 
‘dataFormatIdentifier=notEncoded’ in 
RequestDownload UDS service for them. 
Also since segment data is not enciphered 
then CRC32 of the data itself should be used 
for StartRoutineByLocalIdentifier–
CompareCRC UDS service. 

<ROM_ID>_CAN_SPEED string List of CAN1;CAN2 speed values (up to ten) 
defined in table this ROM segment was 
created from.  
Values are fetched from model parameters 
named “C<index>SP” with compu-method 
defined as follows: 
COMPU_TAB "CTABLE_CAN_SP" "a" TAB_VERB 
  TBL_VAL 0 0x00 "по умолчанию" 
  TBL_VAL 1 0x01 "1000 Kbs" 
  TBL_VAL 2 0x02 "500 Kbs" 
  TBL_VAL 3 0x03 "250 Kbs" 
  TBL_VAL 4 0x04 "125 Kbs" 
  DEFAULT_VALUE "0" 
END 
 
For example: 
"500 Kbs;по умолчанию" 
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Flashing process 
 

Given the HDF file format described above the whole flashing process can be depicted as follows: 

1. Flashing program fragments to the ECU. That is for the first fragment and for each fragment listed 

in HEX_LIST: 

a. In case DATA_SIGN is presented do: 

i. Write HEX_DATA_SIGN binary data to ECU by means of WMBA service (address 

0x100000) 

ii. Let ECU verify sign by means of RC service (routineIdentifier = 0x0101) 

iii. Depending on the RC service positive response status 

1. When ‘0’ continue with further steps 

2. When ‘1’ skip downloading this program fragment and deal with the next if 

any 

3. Other status value means error so abort the whole flashing process 

b. Erase Flash [start address ; end address] 

c. Download [start address ; dataFormat=Encoded ; end address - start address + 1] 

d. Compare Checksum [start address ; end address ; original data crc] 

2. Flashing data to the ECU ROM segments. That is for each segment listed in ROM_LIST: 

a. Erase Flash [start address ; stop address] 

b. Download [start address ; dataFormat=notEncoded ; stop address - start address + 1] 

c. Compare Checksum [start address ; stop address ; CRC32(segment binary data)] 

 


